BRA2 A‘ ICCL P\G Sume¢ = §E elw) Bages' Rule fr,h\,;,if.. disfeibofion - p: =01 ot EJMM
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EoF) “p(FIE)-p(E)
ﬁ'ul)a.b'\\'d'z: O ={wy,..,wa} Somple space (et of ovfeomes) , E:event (subset of ) ?(E)=E ) f(EIF)= l€ nFl, P((n) = 5] J PIEIF)= p(E) 0 E and Fars independant
low fotal probability rf-oﬂf(emenf of F lal ai PeF f PEAF) =p(®)-p(F) w0 morginal disteibofion
E(EUF)-’» pP(E) + p(F) dis yoint events , pCE) =f(ElF)-e(F) + p(EIE)-p(F?) , Random var. X: fwe. X: 0 —R, fl‘obl‘)i‘itkz distribution Px (%) =£Eff“’) wth E<Jwé n: X(w) =x},fx(x)=§fm(*,ﬂ

exeected vole For all ralizations (%) Plw, 2) = plwi- pl2)w)
Erxl-gx@)e(m=gxe,(x) ) X and 7’ :nde@mém\\' FE. pry G ) =pa-py (9, fy,,(‘ng":T: (eondifianal disTeibafion, h(e)= h(1-€) p(*:%:z)4(3~e(%'*\'e( z[%,y
=0Ecx71=IEExJ-lEE~3'l iFP. Pyx (40 =0y () (FF. pryy (x,9) 2pfa) p £)=h(1-€ )
(’s(s)zl—-l Biw"ar 6«"’“97 Fone. C1AI=2) (IT L\‘T)
EnTroglg: H ()= o2 Psogu(p) His) = -3 peo) log, pstoi= EL-loy.ts®1 ; Vaiform distribution H) = loga [Al, h(p> = ~plogap ~ (1-ploga(1-p |, logu T < (-dloge
S g5 et 30} ¢/ alphabet — max. entropy H(s) when =% hip=1 Cmax) = fF. r=1
0< He(9) £ lo;b\M A (vaiform)
=iFF~35("(’)" =iFF es(s\zm Ys iy m v&‘% de d N :ing"qnf?:neoos code (quFf~f|l'|)
i codable prefix-Free = . AD-argy profix-Free
Source, Coa“\ox‘ Encoder(A, 0 ,C, ), = Veoncatenation of codeuords 3! pursing info seq of codewords, Fixe-len%j'h = V. deco. y D-ory code unig. deco. = §Y4 e €19 code with enghhs
0 <fF Q(S‘)'D'L‘m“ VR =4 ifs reverse is uMq. deco. Epl=Cq recursively comect
L(S/ r) 3’2“ f's(’)”,(l’(t)), Upi. deco. = Hols) £ L.05,1), Shamos-Frao L(T'¢s)) ‘F(ow(‘s(sn Hn(S)\«—(S,rSFKHn(S)” s HuFfmas — Eree L(S/FH‘ <L) o lowest leafs F(‘I'f;]'(‘m ora morginals Yex
XY in)e,eendentw pO9D=p()-ply pes-letter LSy Sa e SO, T plniy) s 3 3 & HIxX1Y=9)
Conditionol Edfropy,.: Ho(x,y) == ptxg ooyt < HIY1X) =HY) €2 H(x,y)Hio rH(Y) ) overage e ) PO s L fe 30-01P 0 CHIXIY) € loglxd
% ) HOIN¢Hey) = . independest Fis a fuc PF“is A-to-1 HOXIY ey
HQ(XHN,)’*; pexiy looo(ptxiy), H(X\Y)sg pPHIXIY=y) HY) SHRL Hix, Y)Y sHo+H) , H(&(@/R;\‘&((XH)H&‘Z!X\ , H(FX) =0, HixIf) =0, Svangy-Raing Sovrce: CS“C“‘"‘\9 Tomorcow's weather ody depends on today's
£ 4 %)=H(X,Y)-H(x)
1

entro
Soucce Coding Theorem: Source S+(5,8,..), of o se‘zbol Hie)=lim H(s,) entropy, cafe H¥(5)=lim H(SnIS,S....,S0.0), S i cegular iff. H(S) AH¥ES) exist and Finite,Coin-Flip Soucce PUSy...Snl==w, _
i) % n—eo 7 % J % . . e 2 Sf'f ao.C
distribation STey, the Seme whea Shiffed in time l- NON-increasiny 0 R ool measure. of iformation iiD. Sorces Hn(S,,.._g,; ionary

H (51,5,_' ...,S,, 1, —
Sfafiona,rsa' Source : Vn,k € ’N* (S«,..,Sn) Same cfafistics as (Sm,...,gn..), S‘f’a‘fio narw* Re%ukri H*S) S H | oo _ Y )= H: Ho(Ss,,So) 3"‘:H;,(SQJ = —sH(SalSs,., S)

(S) mininum average Codeword length, ——

keA, ti=Ci-klmod Al any alphebef KEA ti=Ci-Kinodn mod IN)  £,KE{0,13" Keuniform & indegendaat Soucce K shoyld be used
Croploaraphy: t — Eka(t)—c— Dksl©)— t, Caesar: C=titk (mod 1), matoalphabetic: permufation ,Viq‘nére ¢ Gt Ko modn (mod 1A1), One~Time Pad: Ci=tio ki tizciok Oo(% once  (k=Cot)
ose of more. C Known 00e. O More (t,c) pairs get Cgiven ang T\ tand c slatistically
Polagalphabetic: mutiple Subtitution Tables, Ciphertext-only: encrypfed with same K, Kooun e\m\‘ex\‘=ea\crx39fed with same K, chosen plaufext: ider the same k, perfect seccecy: independenf =2H(b< Hi
arifhmetic is mod p:Fixed large prime p a,b secref o ts — fast = fast  slowtfrapdoor 1ofo.
Sopmmetric -Key: kn=ka=k, Viffie Hellman: o qenerafor (5 qeaeralis {0,013 A=5” B=b public. k=A=§"=q" ) One-way func.: «— slow, Trapdoor One-way: L fuf
%,y rondom & secret  Alice™ Bob® compule i:muhsha.hue, ioverse I
ElGamal: gt,q poblic  tCog7t— =i (mod¢) of g ] a+b =a+h (mod m)
e amodm=bmedm =0 (Med M) » ab=a’b (mod m) P: primes no pos‘d’i\le Jivigor
Mod: <L=bq+r o<r<lbl, ,Coo%ruence: a=b (mod m) = mla-b & (a-Hmod m=0, b=b (med m)  a"=(a’)" (mod my, prime: Q&N P)’I other than 1 and ’3'8&“:,ComfoSit&S:l\oo-PrimeS
¢ divides eatest common divisor relofively /mitually prime. able =alc ond blc

VxEN x31 3! prime faclorizafion, alb=Ice Z-b=a-c, ged(o,b): larqest € N «f. xla. ond xIb, Coprime: gycd(a,b)=1, p€ P aeN* 0<p = qedlp=1,0lc, iﬁlc‘, %?Ma,b)ﬂ = ablc
0L rEm-1 =[KIm0dm  mulliplicafive ioverse i:
(adm: congruent class of o mod.m, [03n=[6lm iff 0-=b (mod ), Z/mZ: Sef of every [, reduced form: [f]‘:\, [l # {6l = [21b]p Lol [b1 5= [2b] i, KCam=[Kalm, [“]m[i]‘:vm‘[i](:[ﬂm:[ﬂm
Y o oll elements have  %bE z* Vkez v ve(if)?: C mod 37=1
((cade) ") = (Im, () (1w, (2T bos o molt. iovesse ifF. ged(a,m=1, P prime = jnverse except [oJy, 9cd(a,b)= %cd(b, a-kb) JuveZ gedlab)=av+by, Mod 97-10 : ¢= X&(9%~ (X800 mod 97))

Abelian closure associafivity idealily elemenf inverse element commyTafivity
Grougs: commufafive grovp: & sef G with a binary operafion ¥ . @ VYo,0€G axbeG @ Vab ax(bre)=(axb)xc @€l st VoG axe=0 DVa€G Ji€G ot axiza O Va,beG axbsbxa
is o commylative number of infegers in p{EP  VKEN* =(-0(q-1 =P 1 p-9-1

ZInZ™:elements of Z/nZ thet have @ mlf. inverse, (ZnZ"™-) grovp, Evler’s 8o+ (1,01 celatively prime fo 0, bn=lZ/z ™, Plp1=p-1, $(e=p"- ¢, Blpq=4(p) Q)
cacfesian product of o. commufaive o
G=6.xG (G, %) (21,82 %(by ba)= (i xabs ,0a%.ba), qrovp is o commulative group ,(G%) and (H, 6) isomorphic iff. Ibigection V:6—H st. V(axb)=v(w 8 v(b), V(e5)=Cu,ax0'=Es HV@OV(Q)=E

order of a.: K fimes G Finfeacommufative with [6l=n: 2 Finife commulafive groups are P 0. prime
omallest k st o“=Txar. xa =€, a™=e iff klm (o= il “),¥a.66 IKELA,..,n}edivisors of n,isomorphic iff. they hZe same et of orders, Yo € Z/nZ* a,ﬂ'“)=[ﬂm, Yae ziZ o =a

V*Z/m,mzz—’Z/m,Z xZ o2 ocd(m,,m)=1 = : distinct Icm(?",qﬂ) K+
RSA: chinese remainders (k]m‘«gr’([ﬂmg[k]mg) bijechive A iSomorphic with'+" "', ?J‘_i primes k- mufiple of (-0 (q-) (EO«JP..QL|< 1=[a]‘,..‘ YLEN,
9Cd(ma , M= — [Kln,me=[mo ey (ke * M Jn (2] 0 ] raima



mOJU'US 6&0(:06“\? exfonenf Pubhc ke : (mle) '__'K‘Cl?hzr
RSA: (receiver) @|ar%c primes p q = éﬂq ® K: multiple of (p-1) and (q-1) e st %Cd(?—,k)‘" — §: derkl=1 Rézont) @ privafe key: (m,d), ((t]ren)d’[t]%?f[t]};k"':[t]m,
moaw-To-one Foaction given hoo feverse trapdoor one-wayy, send (¢.5)
3 lenath - hard "o Fiod y st. h(x)=h(p,dic}i"a.( Si%no,fore: S=f 7 (h(t) Verif\? h(1)=F(3)
éraf €G is o generafor “a cyclic groop G base b F:ZMWZ~G Fisomorphism fron(ZAZ,) Yo (G, %)  tose b £ G— ZAZ
iff. order’of @ =161, has "#(I61) %enera,Tors, discrele exp: Gla b, iff Gig C\é,(‘,(ic Abis o generafor =» Jiscrefe bg: asb'—[ila,

hach: maps km? o Fixe

9énérateor

¢ 2 n
C%c‘ic groups: 33 €G- ot G={5,¢, . g'=el,
inverse of [bln G(Z/mZ*, 3: @ Bézovt %cd(b, m)=1=b-0+m-v 2 [blo = [UJm (cad(%fk) qea//l, r=a’foblv=y v=F- q'\T) @ [Uffmﬂ ’(L]:{b]g(m)_" or B]z‘der(b)ﬁ c%clic qrovp: byl

erasure 0711 nb. of set of  (ciCsy,00) d0x, %) ab. of  minimom-disl. X
Eccors: error 1001, Weight: ecrors, Code C: codewords , Codeword Ceh! block-leagth: ., k= logalC1:= loguy [C], rafe: =K Ha.mmm% dish: difFerences, decoder : C=arg TiR dlcx)
DS

} i ercor  defection Correclion ecasure carrection = iff
min. disT.: dmin(o):x,u,ec,-x*\;d(x"p, channel: o Cdmin P <952, channel: o <dmin, dmin < N-k+1,
Fidenlities: O for t,7 for X o.t(b+rc)=(ath)+c atb=bta Q+0=a (K,-!r) aad (k\O,X) are Commyl grovps ab=axh n-bi=bebr.+b
FmiTe, Fields= Field: (k,*,x) Vob,cEK ax(bxd)=@sbxc axb=bxa ax1s0 J(D:a+(-0)=0 afo=»3Ia': a0'=1 ax(b+d)=(axb)+(axc) Fiife Eield: K Finite, a-br=a+(p), b= brbx .xb,
XEKNO: X-4=0 > y=0 ()X =X characteristic  order of 1 with . (ZT,+) isa field with  a€fem\0 Vaef
XEK2X.020 A X"=0 =x=0, (a+b)*=a>+2ab+E’, of o Finile Field: respect fo + —=prime number P,ﬂmdN‘ ‘F(=P s [Fal=[F.] = £ o isomorphic, Finife field iff: pis Prime,ﬁf“’p‘“ elemeste, 0rder(a,+)=p,p a0,
oBEF add U+VEV (V,4): commufafive grovp i +¥)=oG BV p closed under +, x n sef of all £Speos V
Veclor Seace.s: Vover F: 3,0€eV scal. mulf sz €V 2%: @ (89)=(B)V 19=V (a+8)¥ =V +BY, V=F":n-tuples, Suhspacef ScV, [inear comb. of n vecsrs : Z Vi, span of veclors: linear comb., Span(ih,..,ih)=V,

Finife listof 0 veclors are " . ¢ lin-indep. vectors span V . every base have  Solutions in V=F"of ‘m linear homog. equat. M dim (spas(Columns))=
V fuife dimensional: vedlors spans V, linearly indepeadel: & Xili=0 =0 )=, Basis of Vi (Va,..,%) st YueV 3i3: V=1 Xl some leagth: dimV, in n variables : subsef S of V= dimS=n-din [, cank of mateix: din(span(cous)) ,

VP o

V=] "[=[F|" number of non-zero
¢C | i .1 9_0“1?0"%"3 _ (ooly) Bana.nt MDS codes: i
Linear Codes: code words— k-dimenfional subspace of I linear code = ICI=[FI", Ha,mmin% weight: W(%)=d(8, %), dmin(C)=f Y W), Rurify-check: C={Z€R:Eci0} Repetition: {3,33 R,
kxhy /e for linear code CEFT €Fty, c€F sysfematic swap columas changes
%e(\erafor malrix: G=( &) wifh basis (a,mt;Ck)/G’eﬂCOAin% map U—C=0U6, coles havea S‘tsfemofic Form'-Gj =(I§ | kadfn-k))"e(\ct‘ﬁes To ISIGI Zalsdafson) The code bul nef (n,k, dmin),
R defines homogeneous equalions received ~Code word Column in M where ) ~d columns of H a
acify, check mafrix: H ef" Hre tht code words cespect : cH™=8 iff eC He(-P I Tn-k), GsH™=0, cundrome: $=5H" ercor happened, dmm(C):m‘“{éew'lince%.:lm%g enéentre ,
pect P % ) P y dep

[°~]=a-*6, Di=Ci+Do

L ockenglFl o 40
Reed Solomon Codes: & eF"—»Pa(xw;mx"’, (n,{) RS: (as,..,00 distincf - E=(Ps(@), .., Palan)), RS codes are linear and MDS = dmin = h-K+1, G=(a O

0.1‘.1... 0..“.1



@gruvw Cru;pfoo,mphox:
AT

KEA, ti=Ci-kimod IA) ke ti=Ci-Kimodn mod 1) £,KE{0,13" Ke-unform & indegendant Source K shoold be used
t —=Exa(t—c—Dralc)— t Caegar: Ce='(='|‘& (mo: IAl) \/iq‘nére: G=titKimodntmod 1A)  One~Time Pad: Ciztioki  tizciok °““K oce  (k=cot)
any alphabe
Monoalphabefic: fe?mufafioo Polyalphabefic: (mﬂ'igle subgtifution fables
one or more C Known one 0f more Ct,c) pairs get C given any, T tand C sfmfishcallz

C\ehe,rfexf-od%: el\cru‘()fed Wiﬂ\ Same K Known Phﬂfexf:el\cm‘efad \A\iﬂ’\ Same K chosen thf‘ex’(: Under the same K perFed' Seu‘ec\z: ihdegenéen\' = H(t3\< H(k)

4
Ditfie Hellman: o aeserator (of qenecates {7, ¢-13 a,b secrel - — Fost —fast  eslow _frepdoor tfo.
¢ 2"""‘““‘1"‘ ‘3 m p:Fixed ,“‘""8" prime A=%‘ B- %b P'M“" KzAb:B 9 i Oh&"ma‘{f Func.: +— slow T"Wéaor Oh&"“)“%: L Fast
%9 randon & secrel  Alice® Bob ™ conpofe i=m\lfis|iu.1'wb iaverse
ElGamal: 9,9 poblic t—leg t— t=iC (mod p) of %‘7“

@gruvw m 0 A

¢ divides
<k=b¢‘ +r oge<lbl alberdce Z:b=ac [aln: congruent closs of o mod. m [Jm has a mult. iovesse i€ ged(a,m=1
o @ mod m =b mod m able ®alc and blc [l +[bIm=[a+b]p abezZ* VkeZ
Cong vence: a=b (med M e mla-b = (a-Bmod m=o  ale,blc,gcdap)=1 = oble (2] (6= [a-b] 9cd(a,b)= gcd(b, a- kb)
a+b =a’+h (mad m) %cé(&,b)= \mesfxe N st xla and xIb multiplicative ioverse i: Juv€Z gedlab)=avsby

EInliIm=lilmedn=[10m
[21n=[b]m iff 0-=b (mod m)

asa (madm o, ab=a’b (mod m)
bt (mod ) "= (@) (modm) Coptime:: %“Cd(‘llb) =1

P: primes osifive Jivisor EP ael* a<p = gcd(p,a) =1
prime: QelN p>1 3’5& ﬂ»:m 1 u.dl iTselF ¢ ¥ ZInZ: Sef of every [l



@qruvw G(‘OU S

Abelias b
commulative group: o sef G with a binarg operafion x ZInZ " :elements of Z/mZ thet have o mulf. ioverse

closure associativity

@ VoG axbeG @ Yo,b ex(bxo)=(axb)xc
ideality element inverse element Evler’s #(n): number of infegers in (1,07 celafively prime fo 0

®3e€ &t VoG axe=a. ®Ya€G Ji€6 st axi-n .
PAEP  VKEN®  F(p)=p-1, d(p)=p"- f"“, P(pq)=4lp)r $()
=(e-0(q-N=P1-P-9~1

(Z/mZ*i *) ig a. commulative grovp s0=1Zmz ™|

Com mvTafiv‘-f%
®OVo,be6 axb=bra

G=G 26 (G,%): (01, 82)%(by, ba)= (0 xibs,00%.b.)  corfesian product of o commufaive qrovp is o commulafive group

@gruvw ErrOrS:
erasure 0711 code C: Se’( of Codeworés rafez R=%
error 1001
(€4,Cs,...,Ca)
wei%M’: ab. of errors codeword ¢ €A" k= (o%ilC\ = |o<a|A| IC|
block-lesgth: Hammm% dish 40,9 ab. of difFerences
minimon-disT decoder : €= a.rg Mif dlc,%) mio. dist - dmiﬂ(c)=mg“gpwa<w
defection Correcfion correcion
eccor channel: o {dain P < Smin ecasure Channel: p < demin

= iff MDS
dmin < h~k+1



@%"VVW Linear Codes:

(Wm|>er of non-zeco

¢ § Componenls
Coée worés—- k*dimel\fiond SUBSPa(.e of Fn Iinmr CDAe = |C|=|F|K H(mein% Wei%M" w(x)= J(é‘,)ﬂ
dmm(C)=Eg(‘:"(‘6 w(©) = min {delN : gﬂ?ﬁ‘:@“i:&?&?} (on‘\) Bit\ar(% MDS codes :Pudn‘-checlé; kC:{ ZeR iz;’} RePeTihom {8, K

kxh~y (o
%enemfor mafrix: G=(é.‘

sysfematic codes have a s%sTemaTec form: s =( L ¢ || Pexco-t1) = encodes 1o (3, validation)  Swap columas chasges The code but net (n, k, dmin)

) for linear code CSF" wifh basis (&, &) G:encoéin% map U E=06

(o-)xn deFines homogeneous equations received mcode word column in H where

tmrif% check mafrix: HeF thet code words respect: €H™=8 i ceC Hg (Pl Tox)  GeH™=0 Syndrome: §=§HT ercor happened



